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Executive Summary
As a key deliverable of Work Package 5 and in line with the third theme of the BuildERS Common
Vision (“Recommending and Innovating”), this report aims to offer an overview of the many
innovations that have come out of the BuildERS project and to recommend policies that can enable
and encourage the use of those innovations. Thus, this report presents innovations that can help
increase the resilience of European communities in the face of natural and human-made disasters,
as well as recommendations for how to put these tools to use. It offers tangible outputs in the form of
practical policy strategies and tools to improve risk awareness, decrease vulnerabilities, and build
social capital.
Building on other project reports, this document offers policy recommendations to encourage the
effective use of key BuildERS innovations. In Sections 4, 5 and 6, we focus on three different types
of innovation: 1) process, 2) market, and 3) research innovations. Process innovations are those that
were developed to help non-market actors in the process of disaster management (through the precrisis, crisis, and post-crisis phases). There are seven process innovations: the Vulnerability
Assessment Tool, the Inclusive Crisis Communication Canvas, Guidelines for Collaborating with
Social Media Influencers, a Prototype of a First Responder Training Program, the BuildERS Board
Game for teaching children preparedness skills, a Cost-Benefit Analysis Framework for Using
Technologies in Disaster Management, and Ethical Guidelines for Policy Formulation. Market
innovations are those that can be used and/or further developed by market actors. There are three
market innovations: a Natural Disaster Mapping Tool, a Mobile Positioning Dashboard, and the
SaveMyLife mobile application. Lastly, we present one research innovation, the Guidelines for Ethical
Assurance in RDI-Projects, which can be used by those involved in research projects similar to
BuildERS. Most BuildERS innovations were co-created in several iterative stages with stakeholders
and are part of the Inclusive Crisis Management Toolbox, which helps practitioners to assess peoples’
vulnerabilities during crises and adjust their crisis management response accordingly. A description
of each innovation is given, followed by specific suggestions for policies that can support the effective
use of the innovation. In the final section of the report, we offer general guidance for ensuring that
national- and EU-level innovation policy contributes to enhancing, rather than eroding, societal
resilience.
This report brings together the key innovation-related findings and outcomes of the entire BuildERS
project (see Appendix A). In particular, the report builds on D4.8 (The policy and practice innovations
reducing vulnerability of European population to natural and man-made hazards), D6.5 (Concept for
Disaster Communication Design), and D6.6 (Stakeholder Validation of Research Findings and Cocreation of Innovations), which describe how BuildERS innovations were developed. Innovations
explored in D6.4 (End-user assessment of the new tools and technologies for disaster management)
and relevant policy recommendations from D5.1 (Resilience Policy Recommendations - First Report)
are also included. The present report suggests how these innovations can be taken forward in policy
and practice. Therefore, there is some overlap between the reports, in terms of describing BuildERS
innovations, but the overall aim and scope of the reports are distinct. It is also worth noting that the
reports mentioned above build on BuildERS research findings, published in scientific articles as well
as other deliverables. The present report is part of Task 5.1 (policy recommendations) and Task 5.3
(technical tools to improve resilience and innovation prospects) in the BuildERS DoA.
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1. Introduction: BuildERS innovation aims
One of the three main themes of the BuildERS Common Vision is “Recommending and innovating on
how to increase capacities” (Common Vision report). Building on the other two themes of analyzing
who is vulnerable and understanding why some are more vulnerable than others, in the
Recommending and Innovating step, we ask:
“What recommendations can be given in order to build resilience?”, and
“What kinds of new technologies could support the building of resilience?”.
One of the central aims of the BuildERS project is to facilitate innovation in crisis management. In
response to needs identified by BuildERS research, innovations were co-created and validated with
practitioners, as described in D6.6 (Stakeholder Validation of Research Findings and Co-creation of
Innovations). Altogether, we organized 25 co-creative events (including tabletop exercises, virtual and
face-to-face workshops, simulations and pilot tests, polls, and surveys) that engaged 476 people from
22 countries and more than 150 different organizations from the public, private and non-profit sectors
(D6.6). The BuildERS innovations in this report are primarily meant for use by: first responders
(including civil society organizations, civil protection authorities, fire and rescue services, law
enforcement, health care, social services, and psychological support in crisis) and other agencies
responsible for disaster management and relief. In addition, these innovations benefit their strategic
partners, like the non-profit and civil society organizations, active in inclusive and participatory
resilience building.
The main purpose of the present report is to give policy recommendations that can promote the
effective use of these innovations in order to build the resilience of European communities in the face
of natural and human-made disasters. These recommendations are meant for decision-makers and
policymaking officials at all levels, who are responsible for the strategic planning and drafting of laws.
We have designed these recommendations for all three stages of the crisis management cycle (pre-,
during and post-crisis), as well as for three different levels of governance (local, national, and EUlevel).
After presenting policy recommendations that pertain to specific BuildERS innovations, we offer
guidance for crafting innovation policy in a way that builds resilience, rather than inadvertently creating
more vulnerabilities.

1.1. Innovation in the context of BuildERS
BuildERS uses a broad definition of “innovation” that considers something an innovation if it has three
characteristics as outlined by Jordan and Huitema (2014):
“1) Invention: Exploration, novelty, experimentation, tinkering, discovery, recombination,
new to the world;
2) Diffusion: Learning, transfer, adoption, exploitation, new to a particular jurisdiction or
agent; and
3) Effects: Impacts, outcomes, substantial or radical change, disruption.” (D4.8, p. 21)
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Specifically, innovation reflects radically improved technology, products, business models, or ways of
working (Vinnova, n.d.). We used these definitions as guidance to ensure that the BuildERS
innovations presented here are actionable and require little further development.

1.1.1.
Policies for three key types of innovations: process,
market, and research innovations
Overall, BuildERS has generated four types of innovation: scientific innovations, social innovations,
process innovations, and product/market innovations (see BuildERS innovation definitions in D4.8).
Scientific innovations include conceptually connecting social capital, risk awareness, vulnerability and
resilience. This includes Morsut et al.’s (2021) work on linking resilience, vulnerability, social capital,
and risk awareness for crisis and disaster research; as well as Kuran et al.’s (2020) intersectionality
approach to identifying and understanding vulnerability as a dynamic attribute. It also includes Orru
et al.’s (2022) novel framework of situation- and location-specific sources of vulnerability, and
Hansson et al.’s (2020) conceptualization of communication-related vulnerabilities including situations
where individuals become more vulnerable due to an impeded ability to access, understand or react
to disaster information. The project generated social and process innovations, by generating new
decision-making processes and procedures that encourage more effective collaboration and
stakeholder learning. Finally, the project resulted in product and market innovations, stemming from
the development and evaluation of new technologies and tools (e.g., new algorithms, methods and
products to utilize mobile positioning data in crisis prevention and response).
For the current deliverable, we recategorize BuildERS innovations slightly. We fold social innovations
into process innovations because these types overlap so much. Furthermore, we have decided to
exclude, for the purpose of this report, the category of scientific innovations. This is because the
process and market innovations presented below are, in fact, based on the scientific findings and
scientific innovations of the BuilDERS project. Therefore, while it was worth mentioning scientific
innovations as a separate category in previous BuildERS reports, there is no reason to feature the
scientific innovations here because they underpin the innovations described below. Moreover,
BuildERS’ scientific innovations are well-showcased elsewhere (e.g., in the project’s scientific
publications, as well as WP1, WP2, and WP4 deliverables). Lastly, we have decided to create the
new category here of “research innovation” to highlight a unique innovation that was developed
specially for research projects like BuildERS to undertake their transdisciplinary research with nonacademic partners in an ethical way. This innovation is not a scientific finding nor an innovation to
help directly with disaster management, so for clarity we created a separate category. Hence the three
innovation categories described in this report are: process, market, and research innovations.
We define process innovations as: “Processes and procedures for decision-making, particularly
pointing out best or at least workable practices learned from others” (DoA, Annex 1, part B, p. 22).
Process innovations include new planning methods, decision-making mechanisms and procedures
for mobilizing action in the public sector as well as for unofficial first-responders. Process innovations
thus relate to improving practices, procedures, and protocols to better meet the needs of vulnerable
populations in all phases of a crisis. They include efforts to improve the capacities of civil society,
especially disaster relief and care organizations, as well as to build stronger connections and channels
of communications between relevant stakeholders (e.g., between first responders and intermediaries
for vulnerable people). In this report, this category includes social innovations and practical
innovations.
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We define market innovations as new technologies and tools (e.g., new algorithms, methods and
products to utilize mobile positioning data in crisis prevention and response) that can be further
developed and/or used by private sector actors. In this report, this category includes product
innovations, which can be developed and sold on the market.
A research innovation in the context of this report is one that improves the process and outcomes
of conducting research.
Although this report presents the innovations in terms of the separate categories of process, market
and research, it is important to note that many of the process innovations support the market
innovations and vice versa. Likewise, the research innovation is meant to support both process
innovations (e.g., in the development of new vulnerability assessment tools) and market innovations
(e.g., in the development of new technologies).

1.2. BuildERS’ approach to innovation policy for resilience
The EU’s official approach to innovation policy emphasizes that it is linked to many other areas of EU
policy, such as employment, competitiveness, environment, industry and energy. The EU sees the
main role of innovation as turning research results into new and better services and products in order
to “remain competitive in the global marketplace and improve the quality of life of people in the EU”
(Gouardères, 2021).
The European innovation policy landscape is complex. It is wide-ranging, context-dependent, and
constantly changing. There are regional innovation ecosystems that consist of multiple types of actors,
including: universities, researchers, non-governmental organizations, start-up businesses,
multinational corporations, local policy-makers, city planners, and national policy-makers.
Innovation can help or hinder resilience, depending on what kinds of innovations emerge, how, and
for whom. The framing and overall goals of the BuildERS project means that we approach the issue
of innovation policy with an emphasis on what kinds of innovation are generated, for what purpose,
and how the costs and benefits are distributed. In the interest of building or maintaining societal
resilience, it is essential that policy-makers pay attention to who might benefit and who might be
harmed or neglected by innovation policy, in order to ensure that innovation promotes rather than
erodes resilience. Thus, the goal of ensuring that innovation policy supports resilience runs through
this report.
BuildERS has developed a number of innovations that seek to contribute to more effective disaster
management (see Appendix A). This report starts by showcasing the key innovations that came out
of the BuildERS project and recommending policies that can encourage the effective use of those
innovations. It then goes on to give general guidance for how innovation policy at the national and EU
levels can be shaped in a way that encourages resilience-building alongside other goals such as
maintaining a competitive economy.
Therefore, the direct target audience of this report is policy makers, but the end goal is for these
recommendations to be put into policy and for the policies to be implemented in a way that helps
several other target groups. These include:


People in vulnerable situations and socially marginalized people,
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Practitioners responsible of disaster risk assessment, preparedness and contingency planning
(incl. disaster management and civil protection authorities),



First responders,1



Care organizations and intermediaries of people in vulnerable situations,2



Experts in the fields of risk and crisis communication,



Teachers and trainers of safety and security,



Technology developers (of data analytics, mobile positioning, crowdsourcing, unmanned
aerial vehicles, satellite imaging, mobile applications), and



Academic communities and RDI (Research, Development, and Innovation) networks.

1.3. Structure of the report
The focus of this report is on the key innovations developed in the BuildERS project, policies that can
encourage their effective use, and policies that could help further develop these kinds of innovations
for increased resilience in the EU. As such, this report has two main parts: 1) specific policy
recommendations for supporting BuildERS innovations, and 2) general guidance for national- and
EU-level innovation policy.
The first part of the report (in Sections 4, 5, and 6) starts by showcasing key innovations that came
out of the BuildERS project and recommending policies that can encourage the effective use of those
innovations for building the resilience of European communities in the face of disasters. Most of the
innovations featured here are part of the BuildERS Inclusive Crisis Management Toolbox, which was
co-created and validated with practitioners in WP 6 (specifically, D6.6). The toolbox consists of nine
elements (see Figure 1).

1

First responders are organizations or trained persons who respond immediately to an emergency or disaster. In practice,
they are emergency medical technicians, paramedics, firefighters, rescuers, police officers or (para)military personnel.
2
By intermediaries, we mean authorities, affiliated (non-profit sector) agencies and individual volunteers, who provide
care, relief and support for the communities and individuals in vulnerable situations. These are, for instance, providers of
psychosocial support, health care and other wellbeing services like soup kitchens.
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Figure 1: BuildERS Inclusive Crisis Management Toolbox
(Source: D.6.6, p. 24)

This toolbox can increase disaster managers’ capacity to access, understand, and react to
information, in order to better address the individual, socio-structural and situational aspects of
vulnerability. These tools were all validated and co-created via interactive workshops with
practitioners in WP6. The tools themselves, as well as how they were validated and co-created with
practitioners, are described in detail in D6.6. This report will give a brief overview of all of the
innovations in the toolbox, except for the Guidelines for Using Supportive Technologies to Collect
Vulnerability Data, which are not sufficiently developed to be included here.3
In addition to tools from the BuildERS toolbox, this report also includes a Cost-Benefit Analysis
Framework for Using Technologies in Disaster Management, which is developed and presented in
D5.4, as well as Ethical Guidelines for Policy Formulation, which are presented in D7.4 and Appendix
C. These are both process innovations, as they support decision-making.
Sections 4, 5, and 6 offer a description of each of the innovations listed above, the needs it addresses,
and relevant policy recommendations to encourage the effective use of that innovation. We start with

3

An analysis of potential technological fields and solutions is available in D6.4 (End-user assessment of the new tools and
technologies for disaster management). A short summary of the most promising technologies, based on the stakeholders‘
views, is also provided in D6.6 (Stakeholder validation of research findings and co-creation of innovations).
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the process innovations, then cover the market innovations and the research innovation. The policy
recommendations are listed according to three different levels of governance: local, national, and EU.
These are color-coded in the text, to allow for easier reading, as: EU, national, and local.
The last part of the report offers general guidance for how innovation policy at the national and EUlevels can be shaped in a way that encourages a better focus on building resilience. It is worth noting
that BuildERS research did not focus on national and EU-level innovation policies per se (in terms of
specific national strategic policies), but rather considered how broader policy and practice impact the
resilience of vulnerable populations during disasters. Therefore, we offer general guidance in Section
7 based on what we learned from our research in this project.
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2. Methods
These innovation policy recommendations were derived using a step-wise and iterative process.
There were two main steps: 1) conducting a review of BuildERS work and innovative outcomes; and
2) getting feedback on the draft report from BuildERS partners.
The first step consisted of analyzing the results from the case studies in WP2, WP3 and WP4, as well
as the innovations presented in D6.6, identifying which types of innovations and relevant policy
recommendations these findings have generated. As mentioned above, all of the innovations in this
report (except for the Cost-Benefit Analysis Framework) have been validated and co-created with
stakeholders and practitioners as part of WP6 tasks. This includes: scenario-based table-top
exercises; iterative “living labs”; end-user evaluations of the innovations; validation workshops; and
the co-creation of the multi-stakeholder Inclusive Crisis Communication Canvas (D6.6). The WP6
workshops with BuildERS stakeholders and practitioners captured stakeholder views on the
relevance and usefulness of the innovations developed in WP2, WP3, and WP4, and then further
developed and co-created the innovations to ensure their usefulness for their respective decisionmaking contexts.
After compiling key BuildERS innovations in a draft report, the second step consisted of getting
feedback on this report. We received several rounds of feedback from the BuildERS advisory board,
project partners, and the assigned internal reviewers for quality assurance and ethics. We also
received support and guidance from the DRS01 Cluster Coordinate at CMINE (Rut Erdelyi) and an
external policy consultant (Adam Knelman Ostry) in shaping the policy recommendations and
structuring this report in the most effective way possible.
In formulating the policy recommendations in this report, we followed the ethical guidelines featured
in Appendix B and further described in D7.4. Additionally, we will make these ethical assurance
guidelines available on the BuildERS website, as a research innovation that can be used in other
similar projects (see Section 6). This document has also been through an internal ethical review by
project partners at the University of Tübingen.
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3. Ethical guidance for policy-makers
As this report is meant to guide policy-makers in the formulation of policies, we feel it is important to
preface these recommendations with some important ethical considerations that policy-makers should
keep in mind when translating the recommendations into actual policy.
As enforceable social rules, policies impact people’s lives in a wide variety of ways that can be
beneficial for some people and detrimental for others. Therefore, the ethical implications of policy
recommendations should be considered both in the process of formulating policy recommendations,
and also in translating those recommendations into policies that will be implemented in practice. We
briefly outlined above how we took ethical considerations into account when formulating these policy
recommendations. In this section, we offer some guidance for how policy-makers can consider the
ethical dimensions of how translating policy recommendations into policy. This guidance is offered
below in the form of a series of questions, based on the ethical guidelines that all BuildERS work has
used (see D7.4 for more detailed descriptions of these dimensions and the BuildERS ethical
framework).
We suggest considering eight key ethical dimensions of policies: 1) Justice and participation, 2)
Responsibility and accountability, 3) Freedom and choice autonomy, 4) Trustworthiness and
transparency, 5) Privacy and data protection, 6) Non-maleficence and beneficence, 7) Vulnerability,
and 8) Social support networks. More detailed guidance can be found in Appendix C.
The first dimension of justice and participation includes three key aspects: recognition (whose
claims will be heard or not and which people are recognized as needing and wanting help?);
distribution (who gets access to which resources?); and capabilities (Are people who receive access
to resources able to use them, or are there individual or structural barriers that might inhibit them from
using the resources?). Here are some more specific questions to consider when translating this
report’s recommendations into policy include:


Who could be discriminated against or stigmatized by this policy?



How is it ensured that those affected by the policy are able to participate or are represented
in decisions about them?



If unequal treatment follows from this policy or the associated action, how is it legitimated?



Does the policy ensure that information is communicated in an accessible non-stigmatizing
way through various channels to make sure that most people are reached?

Policy-makers should also consider responsibility and accountability. A key premise in this regard
is that in order to be responsible, an entity has to be able to fulfil what is expected. In other words,
responsibility requires ability, capacity and knowledge. Key ethical questions to consider here include:


Through which measures are people informed about their responsibilities?



How do the policy and associated actions ensure that people are able fulfil to responsibilities
that are attributed to them? Are there conflicting responsibilities? Do people have insufficient
capacities to fulfill these responsibilities?
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Freedom of choice and autonomy is also an integral aspect of ensuring ethical policies. As
democratic societies build on the respect of individual choice and self-determined action, policies
should empower individuals to take well-informed decisions and promote respect for them. Along
these lines, key questions to consider include:


How are people informed about the consequences of their actions (i.e., what does
“misbehavior” lead to)?



Does the policy take into account that structural pressures might hinder people from acting in
their own interest?



How does the recommendation support people in taking autonomous decisions (in their own
interest) if they are not capable of taking decisions on their own?

Policy-makers should formulate policies in a way that is trustworthy and transparent. From an
ethical point of view, authorities should earn trust by being trustworthy. A main aspect of becoming
trustworthy is transparency about decision-making processes. Here, policy makers should consider
the following questions:


How does the policy ensure that its strategies and actions are made transparent and open for
criticism?



How does the policy ensure self-reflection when actions are taken, as well as public
involvement in the implementation? If it doesn’t, why not?



Are there any supervision strategies or corrective mechanisms included in the processes and
actions that stem from the policy in order to ensure transparent accountability?

A key aspect of many of the policies featured in this report is sharing data in order to help vulnerable
people. However, this comes with a host of concerns about how data is shared in a way that ensures
privacy and data protection and prevents the misuse of data. This includes considering the following
questions:


Does this policy suggest that only the minimum amount of personal data necessary to achieve
the policy goal is collected, in order to avoid the collection of unnecessary or excessive
personal data?



If the policy involves the use of personal data, does it outline measures to be taken to prevent
misuse by third parties (e.g. access regulation)? How are personal data protected?



To what extent might the policy and the associated actions lead to limitations on individual
privacy and how are they justified?

The dimension of non-maleficence and beneficence are values usually discussed in the medical
context. Nevertheless, it is also important to weigh the risk of harm and chances for benefits in the
domains of technology development and disaster management. This includes considering the
following questions:


Does the policy ensure that the situation of those most vulnerable is better than before?



Might the policy lead to individuals suffering more with the policy than without it?
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How does the policy support a balance between benefits and costs when taking this
recommendation?

Policy-makers also need to consider how the policy approaches the issue of vulnerability. This
includes considering the following questions:


If the policy is based on vulnerability assessments or risk assessments, what did these
consider?



Does the policy account for the interplay of individual, socio-structural and situational factors
of vulnerability?



Does the policy include guidelines for those who implement the policies on how to prevent
stigmatization and ensure accessibility?

Lastly, policy-makers need to take into account how a policy might impact social support networks,
which play an important role in resilience.


Does the policy promote cooperation between disaster management and social service
providers?



Does the policy place most of the responsibility on social support networks? Are there
alternatives for those who don’t have a strong social support network?

With these important ethical questions in mind, we can now move on to the BuildERS innovations and
the corresponding policy recommendations, featured in Sections 4, 5, and 6.
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4. Process innovations
The process innovations described below can help with decision-making, strategy, and action for
disaster management. They can also be seen as “social innovations” or “practical innovations”, as
mentioned in the BuildERS DoA. The process innovation policy recommendations synthesize best
practices and lessons learned from BuildERS’ case studies and stakeholder engagement activities.

4.1. Vulnerability Assessment Tool
The Vulnerability Assessment Tool for better-informed crisis management prioritization was
developed in response to a gap identified in WP2 of the BuildERS project and is a result of Task 4.4.
The research revealed a lack of systematic analysis of social vulnerability factors in crisis
management, as well as a lack of guidelines (D2.2; D2.5; Orru et al., 2021). This gap was identified
as one of the key impediments in preparing for and organizing rescue and support efforts in times of
crisis in many European countries (D2.2; D4.4;, Orru et al., 2021).
Our new assessment tool addresses this gap by facilitating the identification of different
manifestations of vulnerability along the dimensions of human agency, technological structures, and
social support structures (in terms of both private relations and state actors). As such, this tool can
help provide an essential overview of the potential vulnerability configurations in specific regions, and
in specific situations.
The BuildERS Vulnerability Assessment Tool is intended to be used by crisis managers and is based
on an analysis of the strengths and weaknesses of existing approaches, covered in WP2 and T4.4.
The tool was designed together with researchers, authorities and non-profit agencies (Orru et al.,
under review).4 It integrates data managed by different authorities and highlights the need to
complement registry-based data (e.g., public health registry) with vulnerability assessments done by
representatives of diverse stakeholders (e.g., care organizations). In taking this more integrated
approach, it helps crisis managers to understand multiple factors influencing people’s ability
to cope with disaster and to plan more effective prevention and response strategies. It builds
on a dynamic and intersectional perspective of vulnerability and guides relevant stakeholders to
systematically bring together: 1) possible hazard scenarios, 2) the related factors of vulnerability, and
3) the sources of vulnerability-related information (D4.4, p. 40).
The main components of the vulnerability assessment tool are presented in Figure 2. To use the tool,
one starts with a particular scenario or crisis situation, because the crisis circumstances (i.e., the type
and degree of emergency, including environmental and technological circumstances) will shape the
hazard exposure and adaptive capacities of different individuals. Then, specific vulnerability factors
are identified, guided by the four key categories of vulnerability factors. This allows for the
identification of types of individuals that might be negatively affected due to this particular crisis and
their particular vulnerability factors. One can then determine the other vulnerability factors that
intersect in unique ways in a particular situation, again guided by the categories of vulnerability factors.

4

The process of co-creatively developing and testing this new vulnerability assessment tool is described in
more depth in D6.6 (pp. 27-33), as well as in a manuscript called “Imagining and assessing future risks: A
dynamic scenario-based social vulnerability analysis tool for disaster planning and response” by Orru et al.
(under review).
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The relevance of these vulnerability factors may change in different crisis circumstances. Therefore,
derivations of an initial scenario should be included in the analysis. For instance, one scenario could
be the disruption of the electrical supply during a particularly cold period of time. A factor of
vulnerability in the “Critical infrastructure and means” category would be electricity-dependent heating,
and people negatively affected by this would include clients of electricity-dependent communal
heating. Some important intersecting factors from other vulnerability categories would be if people
have small children and/or are dependent on external help on a daily basis (D4.4; D6.6; Orru et al.,
under review).
The four categories of vulnerability factors intersect in unique ways, creating synergies, aggravating
or balancing each other out depending on the specific crisis situation. This allows crisis managers to
hone in on the individuals that need the most attention in this specific crisis. The final step is to connect
the identified vulnerability factors with the indicators of vulnerability in existing databases and other
information sources, listing openly which information sources are used in the vulnerability
assessment. So, for the example above, one would want to cross-reference databases of: communal
heating clients, people with small children in the area, and people registered for daily visits from social
services and/or care organizations. BuildERS testing has revealed that combining several indicators
from several different datasets (e.g., census databases, population registries, community survey data,
unemployment insurance data, health information systems data, and social service databases)
enables a cross-sectional and more detailed depiction of vulnerabilities (D4.4.). Of course, when
dealing with personal data, compliance with GDPR and national regulations on data protection and
privacy must be ensured.

Figure 2: BuildERS Vulnerability Assessment Tool worksheet
(Source: Orru et al., under review)
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There are many benefits that this tool offers. It can help improve the transparency of decision-making
because it encourages disaster managers to explicitly list the different sources of information on
vulnerability that they intend to use for assessments. By engaging the members of society that are
potentially most affected by a crisis, the tool can be used to increase the fairness of crisis planning. It
can be used in both the planning and response phases of disaster management and it can be used
to explore different scenarios, as well as variations of the same scenario. This is an important feature,
because the relevance of the vulnerability factors may change if the base scenario changes and
different crisis circumstances come into play. Therefore, the tool helps to assess the dynamics in
vulnerability factors in case certain contextual parameters are changed. More information about the
Vulnerability Assessment Tool can be found in: D4.4; Orru et al., under review; D4.8; D6.5 and D6.6.
The Vulnerability Assessment Tool worksheets and instructions will soon be downloadable
from the BuildERS website, and there is a video on the website that explains how the tool can
be used.
Ethical considerations
On an ethical note, it is important to stay aware of some key issues when it comes to data. The first
issue is that data can be misused. Therefore, precautions must be taken to protect data from being
misused. The second issue is that all data is collected in a selective way and is, thus partial. As
such, it should not be assumed that the data gives a comprehensive picture of the situation. Policymakers and practitioners should actively think about who is being left out of the data. Finally, as the
EU’s GDPR regulation makes clear, data is sensitive in so far as it reveals personal attributes. Data
should be collected only in so far as there is a legal basis that allows for it.

The next short section offers policy recommendations to support the effective use of this tool, focused
on both improving data collection for vulnerability assessments as well as how to improve vulnerability
assessments themselves.
Policies to support improved data collection for the Vulnerability Assessment Tool
EU/national/local: Actors responsible for collecting and structuring vulnerability-related data should
use the BuildERS Vulnerability Assessment Tool to guide data collection. More specifically, this
entails:
o that data is collected in a way that captures self-perceived vulnerability in particular situations
or different types of crises (which can be collected, for example, via surveys, interviews and
workshops with potentially vulnerable people);
o greater disaggregation of data in order to better capture social diversity, including the data
on self-perceived vulnerability;
o improved timeliness of data collection to avoid stale information;
o an extended collection of location-specific data, to better account for the situational aspects
of vulnerability; and
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o a minimal data policy, under which only the least amount of data needed is collected5 in order
to reduce noise (i.e., conflicting or unnecessary data).
There are, of course, limitations when it comes to collecting data in the ways described above.
BuildERS has reviewed and applied a number of innovative tools and procedures that can support
researchers and decision makers in addressing the limitations on data collection (e.g., crowdsourcing,
using positioning data and location-based solutions, and data sharing between authorities) (see
Section 5 on market innovations, as well as D5.5).
EU: Help member states to develop databases using better data sources and to use better data
collection methods. This needs to be done in coordination with privacy regulators to ensure high
standards of privacy and security protection, while also creating the opportunity to use and integrate
different databases to support the identification of vulnerable people in emergencies. One option is
“regulatory sandboxes”, which are used to experiment with data-related scenarios in order to discover
the risks and benefits of collecting, storing, and sharing data in different ways and to identify the most
safe and ethical ways of doing so. This can help address the need to align national legislation with
GDPR, ensuring the possibility and legal basis for the use of personal data to protect the lives and
health of vulnerable people in emergencies (D4.4, p. 68).
National: Facilitate the sharing of information to increase vulnerability awareness during
crises. Crisis management authorities should convene a working group comprised of managers of
social databases (for example, census databases, population registries, community survey data,
unemployment insurance data, health information systems data, social service databases, and care
organizations’ registries) to explore options for information sharing in service of better vulnerability
awareness during crises (i.e., vulnerability assessment) (Figure 3). Such databases can be
inadvertently misused and misinterpreted; as such, involving the people responsible for collecting and
managing the data will help ensure a better understanding of the data (D4.4, pp. 33-34 and p. 68;
D2.2). This should include the creation of rules to prevent the misuse of data.
It is also necessary to agree in which phases of disaster management, and to which level of
disaggregation/personalization such data can be used across different databases. For instance,
during the planning phase, more anonymous data is sufficient; however, in more specifically targeted
operations (e.g., rescue operations), personalized data should be accessible. These conditions need
to be agreed on by all relevant stakeholders.

5

While greater disaggregation is needed, more data is not always better. The selection of what data to collect
needs careful consideration.
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Figure 3: Examples of information sources for vulnerability-related data
(Source: D6.6, p. 33)

Policies to support improved vulnerability assessment processes

EU: Disseminate the BuildERS’ Vulnerability Assessment Tool and help show how it can be integrated
into risk assessment processes in national regulations, and used to complement emergency planning
accordingly (D4.4, p. 68). For instance, the JRC or the newly established CPN (EU civil protection
network) could host the tool on their website. DG ECHO might use this tool in EU-wide civil protection
exercises.
National: National crisis management authorities should use the Vulnerability Assessment Tool
as the basis for analyzing situation-specific social vulnerabilities in national risk assessments
and crisis management plans (D4.4, p. 68). However, it is important to keep in mind that, depending
on the indicators examined, different results will emerge. They should start by identifying which
indicators are most important in different situations. It is also important to include diverse perspectives
in assessing vulnerabilities (as mentioned below).
-

As a supplement to the elaborated Vulnerability Assessment Tool, establish guidelines for
how to prioritize helping vulnerable people during a disaster. These guidelines should be
based on an ethical evaluation and well-defined criteria that can be applied to different
scenarios according to various vulnerable situations (e.g. permanent social care clients) (D4.4,
p. 68). It should not be forgotten that vulnerability is a dynamic condition and, as such, people
who are in the affected area and were not previously considered vulnerable might not be able
to help themselves during a crisis (for example due to injuries, shock or trauma) and might
also need prioritized help. Furthermore, it must be emphasized that although the tool is helpful
for clarifying who might be more vulnerable during a disaster, it is only one of many tools that
disaster managers should use as it cannot predict every need.

-

Establish guidelines and ensure resources for local authorities to use the Vulnerability
Assessment Tool. The guidelines should specify how local authorities can assess the
number of potentially vulnerable people in their area who might need special assistance in
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different crisis situations (D4.4, p. 68). The instructions included in the Vulnerability
Assessment Tool can provide the basis for these guidelines.
National/local: Facilitate the involvement of NGOs, care organizations, and other
intermediaries in the vulnerability assessment and emergency planning process so that
solutions to reduce vulnerability can be developed jointly (D2.2). To more easily identify a
multitude of factors that determine vulnerability in a given situation, as well as how these may change
over time, we recommend that intermediaries (i.e., actors that are in contact with different social
groups in their everyday work) are involved in the task of assessing vulnerability. These actors could
be social service providers and care organizations, but also decision- and policy-makers in a broad
range of areas, such as education and spatial planning. Involve national-level umbrella organizations
that work with vulnerable people (for instance, organizations related to specific impairments, age
groups, socioeconomic conditions, family structures, social service users) in vulnerability assessment
processes (D4.4; D2.2). NGOs and care organizations should facilitate discussions among the
participants and clients of their organizations on the vulnerabilities that may occur in crises in order to
best represent their interests and concerns to policy-makers (D4.4, p. 68; D2.2).
Local: Consider integrating the Vulnerability Assessment Tool into municipal emergency
planning to identify people with greater needs for assistance, in order to support their
independent coping and to help them prepare for the appropriate provision of information and
assistance in a crisis (D4.4, p. 68). However, it is important to keep in mind that, depending on the
indicators examined, different results will emerge. Start by identifying which indicators are most
important in different situations. It is also crucial to include diverse perspectives in assessing
vulnerabilities.

4.2. Inclusive Crisis Communication Canvas
BuildERS research also found that there was a need for disaster managers and first responders to
better understand and address communication-related vulnerabilities in the context of disaster
management (D1.4; D4.5; D4.8; D6.5; D6.6; Hansson et al., 2020). More specifically, there is a need
to reduce communication barriers in order to allow all affected individuals to access, understand and
act upon given information (Demeritt et al. 2013, 147; D4.8, p. 50). This relates to a more general gap
between short-term crisis management and long-term strategies to reduce vulnerabilities.
In response to these needs, we developed the Inclusive Crisis Communication Canvas. This tool
consists of a series of worksheets and templates meant to help disaster managers (including those
authorities, organizations and communities that are responsible for crisis communication) design
more effective and inclusive communication strategies by enabling them to better account for
communication-related vulnerabilities that might affect people’s ability to respond to a
disaster. As such, this tool relates to Task 6.4 to co-create a multi-agency crisis communication
strategy tool.
The canvas tool enables crisis managers to create a one-page overview of the target audience for
crisis-related information, as well as other relevant stakeholders and communication channels. In
order to facilitate its use, the canvas is accompanied by two supplementary tools: Guidelines and
Supportive Questions sheet and the Stakeholder Mapping Chart. These tools help first
responders think outside the box when filling out the canvas. The process of filling out the canvas
(with the help of the Guidelines and Stakeholder Mapping Chart) encourages authorities to consider
how the different phases of a crisis require a dynamic, adaptable communication strategy that should
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be revised as needed. More specifically, the Stakeholder Mapping Chart is useful for strategic
planning processes before a crisis, while the canvas can be used during an acute crisis.

Figure 4. Overview of the Inclusive Crisis Communication Canvas
(Source: D6.6, p, 78)

A key benefit of using the Crisis Communication Canvas is that it is inherently inclusive. It encourages
authorities to actively consider: the alignment of their target audience and the beneficiaries of their
services; appropriate and effective communication channels (both now and for the future); how the
various communication channels are integrated; trust levels and relationships of target audiences and
related stakeholders; and how to reach the most marginalized and vulnerable people.
More information can be found in D6.5 and D6.6. The template and instructions will soon be
downloadable on the BuildERS website.
The next short section offers policy recommendations to support the effective use of this tool.
Policies to support the use and development of the Communication Canvas

EU/national/local: Fund the development of a digital version of the Inclusive Crisis
Communication Canvas that can guide end-users and assist them in the documentation and
analysis of stakeholders and communication channels, as well as in measuring the efficiency of
different crisis communication channels. It is challenging for first responders to fill out the
questionnaire, canvas, and stakeholder chart on paper, especially in the heat of a crisis (D6.5, D6.6).
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EU/national/local: Incorporate the BuildERS Inclusive Crisis Communication Canvas into
existing disaster and disaster preparedness communication strategies.

4.3. Guidelines for Collaborating with Social Media Influencers
Social media can play a vital role in disaster management as a source of information before, during
and after a crisis. Crisis managers are increasingly interested in collaborating with social media
influencers in order to use digital trust networks for these purposes. Social media influencers are
those who have established a significant number of relationships in social media communities with a
significant influence on a large number of followers through content production, content distribution,
interaction, and personal appearance on the social network (Enke 2019). These actors often have
thousands, hundreds of thousands or even millions of followers. Therefore, it can be quite helpful for
public authorities to communicate crisis-related information in collaboration with social media
influencers, in order to reach a larger number of their constituents and/or beneficiaries. For instance,
Swedish lifestyle influencer Angelica Blick interviewed the Minister for Social Security about the
COVID-19 pandemic in order to give accurate information about the virus to her followers.
As this kind of collaboration is a rather new practice and there are inherent risks involved (e.g.,
credibility and reputational risks), we found the need to develop guidelines for authorities. The aim of
our Guidelines for Collaborating with Social Media Influencers is to help public actors navigate the
world of using social media influencers as a channel for risk and crisis communication. These
are practical, concrete guidelines on how to collaborate with influencers and what to consider before,
during and after a collaboration.6
The Guidelines consist of four parts:
1.
2.
3.
4.

What is social media influencing?
Why collaborate?
Getting started
Ethical considerations and risks

More information about the Guidelines for Collaborating with Social Media Influencers can be found
in D5.4 and D6.6. The Guidelines themselves will be downloadable as a PDF from the BuildERS
website.
The next short section offers a policy recommendation to support the effective use of this tool.
Policy to support the use of the Guidelines for Collaborating with Social Media Influencers

National/local: Authorities should use these guidelines when engaging social media influencers
in risk communication. Collaborating with social media influencers for risk and crisis communication
can help broaden the reach of risk communication by reaching and engaging younger audiences or
those who do not follow traditional media channels. These guidelines can help authorities choose the
best strategy for doing so (D6.6 and D.5.4).

6

Potential opportunities and risk factors are further explored in D1.4, D2.3, and D6.2.
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4.4. Board Game: Preparedness Skills for Children
BuildERS research found that children are one of the recurring groups who are likely to be vulnerable
during a disaster (D1.3). In order to address this vulnerability, we developed a board game to teach
children (aged 5 to 10) how to react to crisis situations and how to spread information to their
peers (D6.6; D8.4).
The BuildERS board game consists of four different scenarios: a fire, an earthquake, a flood and a
pandemic. Questions for younger children (5 to 7 years of age) are based on visual card pairing (e.g.,
a fire extinguisher and a fire; a face and a mask; a mobile phone with 112 and a building on fire),
whereas questions for 8 to 10-year-old children are more complex and some require either a complex
answer or a physical demonstration.

Figure 5: Board game lay-out
(Source: D6.6, p. 69)

It is intended to be used in formal and informal educational settings in which educators can help guide
the children through the game. It has been produced in five languages (English, Finnish, German,
Italian and Hungarian) in order to ensure that it can be used widely. For more information about the
BuildERS board game and how it was co-created and tested, see D6.6 and D8.4. The board game
can be downloaded from the BuildERS website and printed out on A4 sheets of paper, to
ensure wide-spread accessibility. It will be distributed across other educational platforms, offered
to other projects as well as schools.
Policy to support the BuildERS board game

National/local: Distribute the BuildERS board game to public and private schools, as well as
informal educational centers (such as local NGOs and community centers) to be used as part of
their crisis preparedness education for children. The distribution of the game should especially focus
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on venues and organizations that support vulnerable or marginalized people, such as migrants,
disadvantaged children, and children with developmental difficulties.

4.5. Prototype of a First Responder Training Program
First responders are a key source of information and help during a crisis. However, BuildERS research
found that first responder agencies and their staff are often unprepared (or at least underprepared) to
handle communication with people who have mental health conditions, neuropsychiatric disorders,
and/or intellectual impairments (D4.1). Yet, these are some of the most vulnerable people during
crises.
In investigating this further, it was found that first responders need to be equipped to:


address the digital divide in risk and crisis communication (e.g., publishing crisis-related
information in social media and internet platforms);



combine digital communication with door-to-door interaction, text messages, and broadcasting
in radio and TV, in order to better reach those who have mental health conditions,
neuropsychiatric disorders, and/or intellectual impairments;



collaborate with other service providers (like the psycho-social support services) and
intermediaries of persons with difficulties in communication and/or social interaction;



make information as accessible as possible for all audiences;



increase their knowledge and capacity to use alternative and additional communication
means and methods such as plain language and easy-to-read language;



increase their understanding of communicational complexities; and,



pay special attention to individual’s and intermediaries’ experiences of situations where
misunderstandings have previously happened and/or they have experienced that they have
not been heard or given information in the right format (This list comes from D6.6).

In response to these needs, BuildERS developed a Prototype First Responder Training on Accessible
and Interactive Risk and Crisis Communication.
There are two separate programs within this training package:
1) A program focused on enhancing external communication and interagency
collaboration for communication specialists and commanding officers in first responder
organizations; and,
2) A program focused on improving social interaction and communication with people
who have special communication needs – intended for field operations officers who
respond to emergency situations and interact with citizens and for students of basic first
responder training.
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The first program consists of a half-day preparedness drill that uses the Trasim online platform7 to
simulate external communication during a crisis situation, including with intermediaries for vulnerable
people. The intended learning outcome is for participants to gain more effective communication skills
when helping vulnerable people in a crisis. An important aspect of the training is that it simulates the
vulnerabilities that can be generated by exchanging information via social media and other digital
communication channels. Participants also learn how to better deal with information disorder; how
false and harmful information is spread and how it can be handled (to some extent) (based on
Hansson et al., 2020).
The second program consists of six modules (worth two ECT credits) that can be integrated into
existing curricula. Students can take the course independently without the involvement of a teacher.
Each of the first five modules focuses on building competence in interacting with people who have
different types of challenges:
1. Intellectually impaired individuals
2. Self-destructive and suicidal individuals
3. Individuals with memory disorders
4. Neurodiverse individuals (individuals with autism spectrum disorders and attention
deficit hyperactivity disorder, ADHD), and
5. Individuals who have communication challenges and who are at risk of becoming
victims of domestic violence, especially during crises.

Figure 6: Screenshot of an e-learning module
(Source: D6.6, p. 62)

The sixth and final training module aims at improving the resilience of the first responders themselves.
It deals with the elements of resilience, such as increasing awareness skills, improving skills on

7

Trasim is a digital exercise platform designed to allow participants to work with different simulated management
situations, such as a crisis. This platform was developed by Insta Group Oy (Insta, n.d.).
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mentalization (e.g., methods to stimulate the amygdala and orbitofrontal cortex), understanding how
the body and the nervous system respond to stress, listening to the messages of the body and
methods to recover from stressful situations.
As this training program is a prototype, it can serve as a sort of “starter kit” for teachers and trainers,
who may find inspiration to design even better forms of training that are customized to their students’
and staff’s specific needs.
More information about the prototype training package can be found in D4.1, D4.8, D5.5, D6.4, and
D6.6. Currently, the only way to access the training package is the CEPOL’s LEED platform (in
English) and the Finnish Police University College’s Moodle platform (in Finnish and soon in
Swedish). In order to access the training programs, the student must be a law enforcement
officer. However, the Police University College in Finland is discussing possibilities to utilize the
training in cross-institutional studies with other universities.
Policies to support and develop the First Responder Training Programs

EU/national/local: Facilitate, through funding opportunities, the further development of this
prototype training package in collaboration with practitioners and stakeholders.
Local: Allocate resources for the training of first responders in inclusive risk communication
using BuildERS First Responder Training Prototype, which can and should be customized
according to local contexts.

4.6. Cost-Benefit Analysis Framework
BuildERS D6.4 analyzed how several emerging technologies, including data crowdsourcing, drones,
and satellite imaging, might be able to help with crisis communication and disaster response. As a
follow-up to that report, D5.4 conducted a cost-benefit analysis for decision support for policy-makers
when choosing whether and how to use these supportive technologies in disaster management.
An investment strategy was drafted to support authorities in making such decisions, outlining where
resources are best placed to strengthen social capital, risk awareness, disaster preparedness,
and long-term societal resilience. The focus lies on emerging technologies and tools that offer
opportunities for disaster risk management, namely mobile positioning data, social media
crowdsourcing, drones, and satellite imaging. However, the framework that was developed can also
be used as decision-support regarding investing in other technologies.
For each technology, it considers the following:
1. Usage: Where along the disaster risk management cycle can the technology be applied?
2. Costs: What is the cost of investing in the technology for disaster risk management?
3. Benefits: What benefits can the technology yield in disaster risk management?
4. Cost-benefit ratios: What is the overall monetary value of the different investment options?
5. Risks: Are there any risks in using the technology for disaster risk management?
6. Forecast: How is the technology likely to develop in the near future?
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7. Provision: Who is providing the technology?
(Source: D5.4)
More details about this framework are offered in D5.4, which will be available on the BuildERS
website.
Policy for Using the Cost-Benefit Analysis Framework for Decision Support

EU/national/local: We encourage policy-makers to use and further develop this tool for support
in making decisions about whether or not to use certain technologies in disaster management.

4.7. Ethical Guidelines for Policy Formulation
The final process innovation presented in this report is a set of ethical guidelines for policy formulation.
These guidelines consist of important questions that policy makers should ask in the process
of translating policy recommendations (such as those put forward in this report) into actual
policies (Figure 7).8 These questions are based on eight ethical principles: 1) Justice and
participation, 2) Responsibility and accountability, 3) Freedom and choice autonomy, 4)
Trustworthiness and transparency, 5) Privacy and data protection, 6) Non-maleficence and
beneficence, 7) Vulnerability, and 8) Social support networks. These are the same guidelines that
were outlined in Section 3 and the full set of questions, organized in a table by theme, can be found
in Appendix C.
In applying these principles, we can take the example of the policy recommendations for the
Vulnerability Assessment Tool described in Section 4.1. What is considered in a vulnerability
assessment determines whose perspectives or living situations are seen and this can be considered
with regards to justice. Furthermore, whether disaster management is seen as entangled with social
politics determines which actors are to be involved for bringing policies into action. Although both of
these issues were considered in BuildERS project itself and reflected in the development of the
recommendations, these guiding questions should also help policy-makers to consider these issues
when it comes to translating the recommendation into policies.

8

They include the six core ethical principles from our Guidelines for Ethical Assurance in RDI-projects (see
Section 6), but include two more dimensions, vulnerability and social support networks, which refer to the
operationalization of key concepts (like vulnerability) as well as social structures that should be considered in
policy making.
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Recommendation
Addressee of the recommendation: …
Justice and Participation
PROCESS-RELATED: Who was not
For example: Was the recommendation only discussed
included in the development of the
with representatives of XYZ from one specific local or
recommendation and for what reasons?
national context?
Who could be discriminated or stigmatized
For example: Does the policy for instance discriminate or
by this policy?
stigmatize those who are unreported and do not engage
with authorities in order to prevent a worsening of their
situation?
How is it ensured that those affected by the
For example: Does the policy outline any guidelines
policy are able to participate or are
regarding who has to be included in decision-making
represented in decisions about them?
processes and to which extent?
If unequal treatment follows from this policy For example: Does the policy focus on and promote only
or the associated action, how is it
the needs of a certain group? If so, how is this justified?
legitimated?
For example: Is information spread via TV, newspapers,
Does the policy ensure that information is
radio, social media, care organizations, etc.?
communicated in an accessible nonstigmatizing way through various channels
to make sure that most people are reached?
Figure 7: Part of the guidelines’ table of questions for policy makers
(see Appendix C)

These guidelines will soon be made available as a downloadable PDF on the BuildERS website.
Policy to Encourage the Effective Use of the Ethical Guidelines for Policy Makers

EU/national/local: The BuildERS Ethical Guidelines for Policy Formulation should be seen as a
useful starting point to develop standard frameworks of ethical principles to guide policymakers in drafting policy, as they emphasize the consideration of those who might be easily
overlooked or neglected in policy.

4.8. Policies to support BuildERS process innovations
In addition to the innovation-specific policy recommendations above, the following section offers
suggestions for policies that can support the use and further development of more than one of the
BuildERS process innovations, such as encouraging the use of the whole BuildERS Inclusive Crisis
Management Toolbox (Figure 1). They thus represent more generic recommendations.
EU/national/local: Incorporate the BuildERS Inclusive Crisis Management Toolbox into
existing training exercises to test their relevance in local contexts. If useful and relevant, include
parts of the toolbox in (a) disaster preparedness activities, and (b) communication strategies.
EU/national: Encourage publicly-funded researchers in the field of disaster management to
use the analytical perspectives and tools above. For instance, research that receives public
funding on the EU and national-level should continue to emphasize building on the results from
previous Horizon-funded resilience projects (e.g., DRS-01 cluster projects).
National: National agencies could test the innovations above in “innovation sandbox” activities
currently used in national innovation practice (opportunities to assess the relevance of innovations in
risk-free settings, together with regulators). If useful and relevant, these can be integrated into national
crisis management strategies.
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EU/national/local: The BuildERS project has developed a framework for understanding the triggers
of communication-related vulnerability to disasters/crises, published in Hansson et al. (2020). This
informed many of the tools described above (e.g., the Inclusive Crisis Communication Canvas), but
authorities could also use the communication-related vulnerability framework as a practical
guide for improving people’s capacities to access, understand, and react to risk and crisis
communication.
EU/national: Create “crisis communication collaboration networks” to further develop the
BuildERS process innovations (D2.3; D2.4; D2.5; D6.2). The purpose of these networks would be
to facilitate the exchange of: knowledge, innovations, and best practices when it comes to mapping
and identifying vulnerabilities; best practices for mapping and strengthening existing support
networks; and, best practices for improving risk and crisis communication and addressing the risks
posed by information disorder. Thus, these networks could test and further develop the BuildERS’
Inclusive Crisis Communication Canvas tool, as well as the First Responders Training prototype and
Guidelines for Collaborating with Social Media Influencers.
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5.Market innovations
This category of innovations contains promising avenues for further development as products that
can be sold on the market. However, it is worth noting that technologies alone are not sufficient to
reduce vulnerability and increase resilience. They must be linked back to the process innovations,
described above, as well as wider governmental strategies described in the forthcoming BuildERS
D5.3 report on Resilience Policy Recommendations.
Again, it is also worth repeating here that there are several ethical issues when it comes to data
collected by these technologies. The first issue is that data can be misused. Therefore, precautions
must be taken to protect data from being misused. The second issue is that all data is collected in a
selective way and is, thus partial. For instance, data collected by smartphones will inevitably leave
out people who do not have smartphones, which is a trait that often overlaps with other vulnerability
factors, such as poverty and age. Therefore, it should always be assumed that the data cannot give
a comprehensive picture of the situation, and policy-makers and practitioners should actively think
about who is being left out of the data. Below are the three market innovations that BuildERS helped
develop.

5.1. Natural Disaster Mapping Tool
During a natural disaster, practitioners need to be able to quickly and easily integrate data from
different sources to form a broader picture of the crisis situation. Diverse sources of information can
be combined and used to improve local knowledge and preparedness for such disasters. First
responders and secondary responders, such as care organizations, can use the information to locate
and help severely vulnerable people. The tool is especially meant for those actors that are not able to
use classified data. Official authorities have access to a wide range of data, but other actors (such as
care organizations involved in disaster relief) do not have access to such a wide range of data, so
they have to utilize public data sources and try to find useful combinations of those data sources.
The BuildERS Natural Disaster Mapping Tool meets this need by combining different kinds of
maps derived from public sources to provide a broader picture of: the state of a natural disaster
(e.g., flooding or seismic activity); the operational locations of non-governmental humanitarian relief
agencies; and where there is likely to be a higher proportion of vulnerable people. The latter is
identified by combining data on the geographical distribution of vulnerability indicators including: age
(both the elderly and children have a higher risk of becoming vulnerable during a disaster), poverty,
rates of homelessness, and the percentage of the population that are foreigners. This kind of
information can help to plan response activities and manage the impacts of natural disasters.
A demo of the tool is publicly available as a video recording on the BuildERS website:
https://buildersproject.eu/media. The demo is based on disasters that took place in Italy between
2015 and 2019 and shows how the data from Italy was collected during the BuildERS project in order
to support disaster managers and charity organizations to arrange their work in disasters. Importantly,
this demo tool shows how agencies can collect and combine data from public sources themselves.
Thus, it is a tool that can easily be further developed for different regions and organizations can use
this information to customize their own natural disaster mapping tool.
More information about the co-creation process and the technical implementation of the tool can be
found in D6.6 and D3.4 (Maps of the severely vulnerable populations). These will also be available
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on the BuildERS project website, on the Horizon Results Platform, and in the CORDIS EU
Research results portal of the European Commission (https://cordis.europa.eu) (D8.5).
Policies for the further development of the Natural Disaster Mapping Tool

EU/national/local: Fund the collection and statistical analysis of data on the primary needs of
homeless people, and the most important sources of information for homeless people in
disasters. This information could form an additional layer of data for the tool (with the caveat that it
must be kept up to date). It is important that the collection of information is done in an ethically
acceptable way and that privacy and data protection are ensured and that no harm is caused. This
include taking measures to prevent the tool from being misused. Such information will enable regional
and local level actors to provide the necessary help to the individuals in vulnerable situations -- and
to provide them with accessible sources of information and communication during disasters.
EU: Formulate a standard definition and criteria for collecting data on homeless populations.
It is currently difficult to compare statistics from different countries, as measurement methods and
criteria vary. The results may also vary widely depending on which actor collects the data. In the
Nordic countries, for instance, the definition of homelessness is broad, including those living
temporarily with relatives or friends. If a narrower definition is used, only persons staying outside such
as rough sleepers, are included. The results also vary greatly depending on whether, for example,
refugees or immigrants are included (D6.6, p. 40).

5.2. Mobile Positioning Data (MPD) Tools for Rescue Planning
and Emergency Management
BuildERS findings’ highlight that a key challenge for helping vulnerable people during crises is simply
knowing where more vulnerable people are likely to be at a given point in time. Based on technological
gaps and opportunities for disaster management identified in the Catalogue of Tools and
Technologies and Media Opportunities for Disaster Management (D2.4), the BuildERS project
developed two tools that use mobile positioning data (MPD) to locate vulnerable people during a
disaster. The first tool is the Mobile Position Dashboard and the second is the SaveMyLife mobile
application.
Mobile phone positioning data is gathered by mobile network operators for billing purposes. This data
consists of timestamped call records that include the location of the cell tower that the phone was
connected to while the phone was used. Therefore, there is both a temporal and geographical
dimension to MPD that can be useful for disaster management. This data can be used in order to
identify trends over time (using historical MPD) or to identify the location of people in need of help
right now (using real-time MPD). The first tool described below, the Mobile Positioning Dashboard,
uses historical MPD and the second tool, the SaveMyLife application, uses real-time MPD.
Ethical considerations
As highlighted in D5.4, it is a challenge to use real-time MPD in a legal and ethical way, and this
must be considered in any policy formulation in discussion with regulators.
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5.2.1.

Historical MPD: Mobile Positioning Dashboard

Estimations of potential populations in danger during a crisis situation are usually made using either
census data (which does not consider dynamic population changes caused by work-related
movement or tourism) or on-the-ground observations (which is very labor-intensive and can be quite
imprecise).
The Mobile Positioning Dashboard addresses this issue by using historical MPD to visualize how
many people are located in different areas, as well as to identify specific sub-groups (e.g., local
residents, workers, temporary residents, tourists). Thus, the tool gives first responders fast and
reliable information on probable population distributions via an interactive map application.
Furthermore, the tool shows the geographical mobility flows and helps to map the central nodes of
movement, such as the locations of peoples’ secondary homes. In this way, crisis managers can get
an overview at the national level and compare the situation at different times of day or different times
of the year. The data can be viewed in detail with an accuracy of up to an hour. The dashboard also
uses call data records (location data based on phone calls made) during and after disasters to provide
information regarding the areas that tend to receive more people when there is a local or regional
emergency, such as an earthquake, flood, or bombing (D4.3; D6.4). The dashboard uses passive
mobile positioning, which is the data that is automatically collected by the mobile network operator
based on customer billing, network maintenance, and performance monitoring.

Figure 8: Dashboard showing the dynamic population statistics in a certain area over time
(Source: D6.6, p. 44)

The main goal of the dashboard is to give rescuers enough information that they can better predict a
population’s behavior during crisis situations and plan their strategies accordingly, thus enabling them
to improve rescue outcomes and to reduce costs. In addition to helping first responders and disaster
managers (such as civil protection agencies), it can be useful for foreign embassies and ministries of
foreign affairs, in terms of helping them locate and rescue tourists or other foreigners. (D4.7 and D4.8)
This innovation is mostly meant to be used during the pre-crisis phase when disaster managers have
the time to analyze previous disasters and events, such as how people usually behave versus how
they behaved during previous disasters. Based on this knowledge, planning of resource allocation
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and processes for future crises can be designed. However, the dashboard can also be used during a
disaster. It was developed to work offline, so if all other connections are down and other databases
cannot be used, then this dashboard still works.
The dashboard was developed by BuildERS partner, Positium Ltd., in a co-creative process described
in more detail in D6.6. It can be made even more effective by combining data from the Dashboard
with the data gathered through other sources, such as SaveMyLife application, featured in the next
section. Of course, privacy and data protection must always be ensured. The dashboard is hosted
on Positium Ltd.’s server and can be made available upon request to Gerttu Pilsas at:
gerttu.pilsas(at)positium.com

5.2.2.

Real-time MPD: SaveMyLife Mobile Application

In order to specifically address the need for an increased ability to help tourists and foreigners during
a crisis (i.e., people who may not speak the local language or know the local safety protocols), the
BuildERS project developed the SaveMyLife mobile application. The app has three main features:
preloaded content, a panic button, and an early warning system. The preloaded content provides
users with information about the nearest safety points (e.g., police station, local hospital, mosque,
community center) and the estimated time required to reach those safety points, as well as real-time
updates about the disaster from official authorities. The panic button enables the user to notify
relevant authorities that they need help during an emergency. When a victim taps the “Panic Button”,
rescue teams can accurately determine the victim’s location, enabling them to prepare appropriate
rescue plans. Based on the user’s information provided upon registration (such as age, special needs,
and health status), the algorithm automatically categorizes the users into groups. This allows for the
accurate identification of vulnerable people, like people with disabilities, pregnant women, children,
the elderly, and people with underlying medical conditions (D6.6).
Like the Dashboard tool, the SaveMyLife app relies on MPD to identify where victims are located
during a crisis. This application needs to be downloaded by tourists and other foreigners before the
crisis, so that they can properly fill out the registration with the information needed to identify their
potential vulnerabilities during a disaster. This information can be used by rescuers to prioritize
disaster victims according to their vulnerabilities, and accurately prepare the required aid and
resources to help them. Of course, the information should only be accessible for use in a disaster
situation.
This SaveMyLife application could nicely complement Positium’s Dashboard described in the previous
section (Section 4.2.1). Combining data from the SaveMyLife app and the Dashboard would increase
data validity and also the effectiveness of search and rescue efforts, especially if the distress signal
could confirm the historical movement and locations of tourists made available by the dashboard
(D4.8, p. 61).
The SaveMyLife app is currently available for Android phones, and it can be downloaded
publicly
from
the
Google
Play
Store:
https://play.google.com/store/apps/details?id=com.csid.panicbutton
The app is free and has no added or hidden paid features.
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Figure 9: SaveMyLife app on the phone and what rescuers see
(Source: D6.6, p. 50)

Policies for Using MPD Tools in Disaster Management

In addition to determining the legal and ethical requirements for data use and protection, the analysis
in BuildERS case studies reveals five key preconditions for the use of (merged) databases in
identifying persons in a vulnerable situation before and/or during crisis (D4.4, p. 70):
o

Good situation awareness regarding hazard impact in geographical areas for welltargeted data inquiries;

o

Availability of data on vulnerability factors;

o

Accuracy of the datasets;

o

Security of the databases; and,

o

Administrative and technical capacities to manage and share data in a secure way that
complies with GDPR and national data protection regulations.

The following policy recommendations help address these issues.

EU/national/local: Facilitate the exchange of knowledge and insights about how best to
customize and use these tools (or similar tools) during disasters. Conduct tests and drills in
collaboration networks.

EU/national/local: Further develop and integrate the Mobile Positioning Dashboard and
SaveMyLife App into a digital application that agencies can easily use. The SaveMyLife app
should be easy for people to download and use in their hometown, as well as when they are tourists
abroad. Encourage tourists to download the SaveMyLife App via public announcements (e.g.,
billboards, videos, etc.) at airports, train stations and bus stations. Data privacy and protection must
be ensured in accordance with GDPR and national regulations.
EU: Help develop clear laws about passive MPD usage for dashboards similar to the one
developed in BuildERS (D4.3, p.55; D4.7, p. 39). Positioning data applications have a lot of potential,
as demonstrated by BuildERS, but should be deployed only in a clear and safe regulatory framework.
At the moment, the usage of MPD is regulated differently in various countries and there are questions
for researchers, mobile network operators and crisis managers as to whether the data can be shared
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and, if so, on what terms. This also restricts the use of the dashboard geographically and puts rescue
workers in an unclear situation: should they make investments to start using such a tool, if, at some
point, they will not be able add new data to it?
The following specific steps can be taken to help achieve this goal:
-

Standardize MPD usage, including having unified definitions. More specifically, policymakers should establish protocols and guidelines for how MPD can be used by different actors
on the national and local level, but also by public and private actors. This should include
guidance on how MPD can be used by these different actors under normal circumstances and
how the rules and protocols might change during a crisis for the purposes of disaster
management. Such a standardization can speed up scientific and technological
advancements in the use of MPD in disaster management (D4.3, 55; D4.7, p. 39).

-

Streamline the data and indicators used by disaster management agencies and
personnel. Consider adding the main data points, indicators, and variables collected by MPD
to the composition of official EU- and national-level statistics so that simpler indicators can be
used to solve everyday problems (D4.3, p. 55). Many institutions, such as municipality
governments who have a more strategic planning role in disaster management, may not need
access to all possible functions of the dashboard. Rather, they might focus only on some
specific statistics. However, if they know about all of the main indicators, then all relevant
institutions would have a more unified overview of the situation (D4.7, p. 39). This must be
done in a way that ensures compliance with data protection and privacy laws and guidelines.

-

Allow anonymized MPD to be used by scientific researchers so that new dashboards,
applications, and solutions can be developed. This would allow for scientific and
technological advancements in the use of MPD in disaster management (D4.3, p. 51).
Improved access to data (in a way that protects personal data and prevents its misuse) can
facilitate scientific and technological advancements in the use of MPD in disaster
management.

National: Use MPD dashboards, like the BuildERS Dashboard presented in this report, for risk
analyses, urban and regional planning, and disaster management strategies in general,
especially in areas where there are heightened risks for disaster (threat of floods, storms, or manmade disasters) (D4.3, p. 55). Again, this must be done in accordance with GDPR and national data
protection regulations.
National: Consider using applications that utilize mobile positioning data, like the BuildERS
Dashboard, in the planning of evacuations. This could be useful as the accuracy of MPD surpasses
that of traditional, survey or census-based sources of population statistics (D4.3, p. 55). Ethical
considerations must be followed (see Appendices B and C).
National: At times of widespread power outages (as tends to happen during disasters), there are
issues with mobile phone cell coverage. This could be resolved if authorities set a minimal timespan
for the expected amount of time that mobile phone tower batteries should stay charged during
a massive power outage. The risk of cell coverage loss should be integrated into risk analyses (D4.3,
p.51).
National/local: Customize and implement the SaveMyLife app and the Dashboard as part of
disaster preparation planning, to help inform disaster managers how many emergency personnel
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should be deployed to a certain area during a crisis. Make sure at least a few members of disaster
management teams know how to use these tools in the event of a disaster. Keep them updated
throughout the preparation phase. Incorporate these tools into disaster drills, to practice using them
in the decision-making process. Note that the mobile positioning data should only be one of several
variables taken into consideration, and that data privacy and protection must be ensured in
accordance with GDPR and national regulations.
National/local: Develop methodologies to identify the share of populations in different
geographical areas who have multiple homes and who move between two or more places very
often. With the information of these additional groups, rescue planning with these dashboards could
be made even more accurate.
National/local: Authorities responsible for risk communication can use tools applying historical
mobile positioning data, such as the BuildERS Dashboard and SaveMyLife app to pinpoint how, for
whom, and through which media the communication and the imminent crisis risks need to be
conveyed (see D4.3 and D4.7). If mobile positioning data is utilized for the purpose of targeting crisis
management strategies, ethical considerations related to data protection and privacy must be kept in
mind. See Appendix C for questions to consider when implementing the recommendations.
Local: Incorporate historical data from the Dashboard into local disaster plans. This could be a
highly valuable asset for first responders and other authorities in the pre-crisis phase, helping them
to learn from past crises and events (see D4.3 and D4.7). In doing so, data privacy and protection
must be ensured in accordance with GDPR and national regulations.
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6. Research innovation: guidelines for ethical
assurance in RDI-projects
The ethical guidelines that were used throughout the BuildERS project (including as the basis for
Section 3 of this report) can be used as a tool by other RDI-projects (Research, Development and
Innovation projects) to ensure a high ethical standard in their work. Therefore, we have included it
here and in D6.6 as an important BuildERS innovation.
In conducting research and developing innovations for increasing resilience, the BuildERS project
involved a variety of ethical considerations (D6.6, p. 70). In order to systematically address these
different kinds of ethical concerns, we developed a structured process to raise and discuss ethical
aspects of the BuildERS research. This process can be used as it is presented here, or it might serve
as a useful blue-print for RDI activities in other projects and will be available on the BuildERS website
as an innovation that can be used in other similar projects. The ethical analysis and reflection
consisted of three main parts: consideration of ethically appropriate research procedures, ethical
monitoring of activities and ethical reflection.
The consideration of ethically appropriate research encompasses ethical guidance for empirical
research activities, the creation of informed consent and project information sheets as well as ethical
consulting. These procedures not only allow for a transparent and well-informed choice for potential
participants, but they also ensure that personal data is only collected if truly necessary for the research
activities and that it is stored in a safe way. These procedures also include the consideration of
precautionary measures for the involvement of participants who are more likely to suffer from retraumatization or exploitation due to their specific context.
Secondly, to ensure that ethical aspects are also considered throughout the whole research process
and with regard to all activities, not only empirical research activities, an additional ethical monitoring
takes place. For BuildERS, it was structured in three steps. First, all tasks and planned activities are
screened for potential ethical issues, guided by six key ethical dimensions: (1) justice and
participation, (2) responsibility and accountability, (3) freedom of choice and autonomy, (4) trust and
transparency, (5) non-maleficence and beneficence, and (6) privacy and data protection. This
screening process brings to the surface any issues that need to be discussed and dealt with at the
outset of the project, as well as those that will need to be dealt with at later stages. The team then
developed mitigation advice for the ethical issue, for instance to change some aspect of the research
plan. An appointed ethics partner (with relevant qualifications and experience) should be part of this
process, as well as all partners in the project. The role of the ethics partner is to provide ethics
counselling throughout the whole project lifetime and to enable the most appropriate solutions for
identified issues as well as meaningful decisions on ethically relevant topics.
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Figure 10: Checkbox for the screening on ethical issues
(Source: D6.6, p. 73)

Finally, the ethical questions and challenges are discussed in the research and innovation process in
a content-wise way. This ethical reflection centers on the concepts of acceptability and acceptance
of social and artificial technologies developed within the project as well as the implications these might
have. The ethical review of acceptability refers to questions such as: Are tools, technologies or
strategies desirable with regard to existing social values and beliefs?
The guidelines themselves will be made available on the BuildERS website as a PDF that can
be downloaded.
Supportive policies for the Guidelines for Ethical Assurance in RDI-projects

EU/national/local: Require the use of these guidelines (or similar ethical guidelines) in RDIprojects. The ethical guidelines used in BuildERS can serve as an orientation for other RDI-projects
and a starting point for developing standard frameworks of ethical principles. The BuildERS ethics
approach provides a basis for improving the involvement and representation of vulnerable people
who are often overlooked or neglected in vulnerability assessment and emergency preparedness
planning (D4.4; D2.2).
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Guidance for national- and EU-level innovation
policy

7.

This section goes beyond BuildERS-specific innovations to give some general guidance on how
innovation policy can be shaped for enhancing resilience. Although BuildERS does not speak directly
to national and EU innovation strategies, some reflections are nevertheless useful regarding how such
policies affect resilience. It is also worth noting that following a disaster, the political climate may be
conducive to generating legal, economic, and social innovations to reduce structural vulnerabilities
(DoA, p. 18).
Innovation can help or hinder resilience, depending on how and why it is funded and developed.
Innovation can, for instance, undermine resilience by increasing inequalities, if the gains of a certain
innovation are privately accumulated and/or if the innovation is implemented in a way that undermines
workers’ wages or working conditions. Furthermore, if an innovation is available to those who already
benefit from socio-economic advantages and is not available to people with lower incomes, it can
exacerbate existing inequalities. There are many ways in which innovation can undermine resilience
by eroding social capital and increasing vulnerabilities. Therefore, innovation policy needs to be
crafted and implemented carefully in order to strike the right balance between the EU’s dual objectives
for innovation policy of enhancing peoples’ quality of life in Europe and also helping actors remain
competitive in a global market. The drive for economic competitiveness may dominate goals – and
ignore the effects on vulnerability. Policies that prioritize economic concerns over social needs can
lead to undesirable consequences, not only for vulnerable people, but also for society at large.
Given this starting point, here are nine suggestions for how innovation policy – and
societal/governmental policies more generally -- can keep innovation from eroding resilience and can
encourage innovation that builds resilience before, during, and after a disaster strikes.

1) Fund follow-on research projects to BuildERS, to gain a further understanding of
the causes of vulnerability and resilience in different contexts as well as to develop
innovations that address vulnerabilities before, during, and after a crisis. This includes
ways of identifying key characteristics that help communities recover from disasters,
as well as gaining a better understanding of the complex cascading effects of the
disruptions caused by disasters.
2) Provide additional support for publishing and disseminating these scientific
findings and innovations to a wide group of intermediaries and stakeholders (e.g.,
social care organizations, journalists, policy-makers) in different languages, and to
gather regular feedback.
3) Evaluate how existing innovation policies, investments, and proposals for new
innovation policies may exacerbate inequality, and have the related effect of
undermining resilience and social capital. Along these lines, consider adding a
Vulnerability Impact Assessment requirement for innovation policy proposals (not
unlike Environmental Impact Assessments currently required). This can highlight any
hidden or unexamined problems that might undermine resilience or social capital. This
means paying special attention to whether innovation investments will help ensure
everyone’s basic needs are being met. Use tools such as BuildERS’ Vulnerability
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Assessment Tool, the Doughnut Economy model (Raworth, 2017), a universal needs
dashboard of indicators (e.g., Max-Neef et al., 1991), and/or a holistic dashboard of
public health indicators (i.e., including physical, mental, and environmental health) to
evaluate innovation investments both before and after investments have been made.
Special attention should also be paid to whether innovations will increase levels of
inequality or potentially decrease inequalities (for example, by increasing accessibility
to resources or increasing connections in a community). Such an assessment should
include taking into account the impacts of the private distribution and accumulation of
profit from innovations, as well as the potential impacts on workers (incl. wages and
working conditions), consumers, other supply chain actors, and the environment.9
4) Promote (or even require) open-source and open-access technologies. Use
taxes, fees, or other policy instruments to discourage and/or limit the use of patents for
profit-maximization alone.
5) BuildERS findings show that there are many not-for-profit organizations that were
extremely innovative in response to the pandemic, even without governmental support
(Orru et al., 2021; D2.2). Consider innovation policies that prioritize not-for-profit
companies in bids for innovation funding. As they are prohibited from privately
distributing profit (i.e., nondistribution constraint), they do not tend to concentrate
wealth and contribute to inequality in the same way that for-profit companies do.
Furthermore, their legally-enforceable focus on addressing vulnerabilities and building
social capital helps increase resilience. Using innovation policy to contribute seed
funding to such efforts could go a long way to building resilience in European
communities.
6) BuildERS findings show that existing social capital plays a central role when a disaster
strikes (Morsut et al., 2021). We recommend that innovation policies, broadly
crafted, include investment in building social capital. This includes providing
spaces and opportunities (e.g., events) where communities can come together and
build interpersonal connections. These spaces should be especially available and
open to people in vulnerable situations, as the more connections they can make, the
better they will weather any unforeseen crisis. Innovation can play an important role
here. This can include funding or otherwise supporting, for instance, makerspaces,
places where people can come together to share tools and build, make, and repair
things.
7) As for resilience-building measures, innovation policy more broadly should use
more transparent and inclusive budget decision-making systems (i.e.,
participatory budgeting), in order to decide how best to spend public innovation
budgets. Make sure intermediaries for vulnerable people (e.g., social service
providers and care organizations) are at the table.
8) Make transdisciplinary and participatory research and innovation development
more prevalent. A higher level of participatory inclusion helps make research and
innovations (and related policies) more relevant to practitioners. This can be

9

These stakeholders are taken from the Social Lifecycle Assessment methodology, developed by UNEP
(UNEP, 2020)
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accomplished by enabling a structured, ongoing dialogue between innovation-related
stakeholders. The process innovations offered above by BuildERS could help achieve
this.
9) Research (and experience) shows that innovation for resilience projects are often
focused on short-term, quantitative outputs that are easily countable (Wirkierman et
al., 2018). However, innovation for resilience must inherently have more of a
focus on the long-term impacts in more qualitative terms. The key questions that
should be asked about national and EU-level innovation policies include:


Are innovation investments going to where they are most needed in order to
increase the resilience of European communities?



Are we investing in the right kinds of innovation for disaster prevention and
management?
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8. Conclusions
This report presented key innovations that were developed and/or used in the BuildERS project in
order to improve community resilience before, during, and after disasters. These include process,
market, and research innovations. The process innovations described in the report include: the
BuildERS Vulnerability Assessment Tool, the Inclusive Crisis Communication Canvas, Guidelines for
Collaborating with Social Media Influencers, a board game to give children disaster preparedness
skills, a protype of a first responder training program for inclusive communication, a cost-benefit
analysis framework to support decision-makers in using technologies in crisis management, and
ethical guidelines for policy formulation. The market innovations are those that can be used and/or
further developed by market actors, and include: a natural disaster mapping tool, the Mobile
Positioning Dashboard, and the SaveMyLife mobile application. Lastly, we presented one research
innovation, the Guidelines for Ethical Assurance in RDI-projects, which can be used by those involved
in research projects that include multiple stakeholders, like BuildERS has. Specific policy
recommendations were offered in order to support the effective and ethical use of each of these
innovations at the local, national, and EU-level. Lastly, we outlined nine key points of guidance that
can help ensure that national and EU-level innovation policy increases resilience.
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Appendix A. Sources for innovation policy
recommendations – BuildERS deliverables
BuildERS Common Vision Report
D1.2: Final report of the unified theoretical framework on the concepts of risk awareness, social,
capital, vulnerability, resilience and their interdependencies
D1.3: Report on segments of vulnerability country by country basis – inside and outside the official
data
D1.4: Communication behaviour in Europe and vulnerabilities - understanding communication-related
vulnerability and resilience in crises
D2.2: Case country analyses and a cross-country comparative analysis of the functioning of disaster
resilience systems D4.4 Reducing social vulnerability by innovative data fusion for more informed
rescue prioritization
D2.3: Social media campaign analysis and governments’ responses to disinformation
D2.4: Catalogue of tools, technologies and media opportunities for disaster management
D2.5: Institutional arrangements in resilience and disaster management
D3.2: Pre-test report
D3.5: Observations for Draft Policy and Other Measures in Building Resilience for the Severely
Vulnerable Populations
D4.1: Managing chemical spill emergency and mis-/disinformation through simulated responses
D4.2: Vulnerability in post-disaster temporary housing
D4.3: Applying mobile positioning data for more precise rescue planning and emergency management
under cyber-hazard in Estonia
D4.4: Reducing social vulnerability by innovative data fusion for more informed rescue prioritization
D4.5: Impacts of Elbe flooding disasters on socially underprivileged groups and lessons for resilience
improvement
D4.6: Reducing the vulnerability of homeless people in Washington D.C. through more-informed
humanitarian policy, first respondent operations protocols and communication measures, and higher
social allocations
D4.7: Using mobile operators’ data to locate, protect and evacuate tourists and other vulnerable
groups in disasters
D4.8: The policy and practice innovations reducing vulnerability of European population to natural and
man-made hazards
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D5.1: Resilience policy recommendations – First report
D5.4: Recommendations on resource allocation for addressing risks
D5.5: Recommendations on ethically acceptable technologies & tools to improve risk awareness &
resilience in vulnerable circumstances
D6.2: Report on stakeholders’ views of risk awareness, social capital and vulnerabilities
D6.4: End-user assessment of the new tools and technologies for disaster management
D6.5: Concept for disaster communication design
D6.6: Stakeholder validation of research findings and co-creation of innovations
D7.3: Ethics assurance for case studies
D7.4: Ethics assurance for stakeholder forum
D8.4: Board game
D8.5: Sustainability report
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Appendix B. Ethical considerations for policy
recommendations
The table below comes from D7.4.
Recommendation
…

Addressee of the recommendation: …
PROCESS-RELATED: Who was not included
in the development of the recommendation and
for what reasons?

Justice and Participation
e.g. Was the recommendation only discussed with
representatives of XYZ from one specific local or
national context?

Who could be discriminated against by this
recommendation or the targeted actions?

e.g. Does the recommendation for instance relate to
those who are unreported and do not engage with
authorities in order to prevent a worsening of their
situation?

How is it ensured that those affected by the
recommendation are able to participate or are
represented in decisions about them?

e.g. Does the recommendation outline any guidelines
on who has to be included in decision-making
processes and to which extent?

If unequal treatment follows from this
recommendation or the associated action, how is
it legitimated?

e.g. Does the recommendation focus on and promote
only the needs of a certain group? How is this
justified?
Responsibility and Accountability
e.g. Is the recommendation vulnerable to misuse due to
power hierarchies, ignorance or arbitrariness?

Based on which arguments are responsibilities
shifted or attributed?
Through which measures are people informed
about their responsibilities?

e.g. Does the recommendation include any measures
about ensuring affected people being informed about
the responsibilities they have to fulfil?

How do the recommendation and the associated
actions ensure that people are able to fulfil
responsibilities that are attributed to them
(conflicting responsibilities, insufficient
capacities)?

e.g. Does the recommendation take into account that
people have to have the capacities to be able to fulfil
attributed responsibilities?

How are people informed about the
consequences of their actions (what does
“misbehaviour” lead to)?

Freedom of Choice and Autonomy
e.g. Does the recommendation structure the
information for affected persons in order to allow them
to make conscious and reflective decisions?

How does the recommendation ensure a certain
degree of freedom from external pressures
(including structural, systemic, and peer
pressure)?

e.g. Does the recommendation take into account that
structural pressures might hinder people from acting in
their own interest?

How does the recommendation support people
in taking autonomous decisions (in their own
interests) if they are not capable of taking
decisions on their own?

e.g. Does the recommendation take into account those
citizens that might not be able to take decisions in their
interest on their own?

Trustworthiness and Transparency
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How are rules of processes and power
hierarchies made transparent?

e.g. How does the recommendation consider that
strategies and actions are made transparent and open
for criticism?

How does the recommendation try to ensure that
mistakes or shortcomings are made
transparent?

e.g. How does the recommendation support selfreflection on the actions taken and a public
involvement in the adjustment? If it doesn’t, why not?

How does the recommendation support the
development of trustworthy actions?

e.g. Are there any supervision strategies or corrective
mechanisms included in the processes and actions that
stem from the recommendation?

How are personal data protected?

Privacy and Data Protection
e.g. If the recommendation recommends the use of
personal data, which standards and limitations are
provided for their use?

Does the recommendation refer to measures to
prevent misuse of data?

e.g. If the recommendation suggests using personal
data, does it outline measures to be taken to prevent
misuse by third parties (e.g. access regulation)?

What effect might the recommendation have on
the privacy of individuals?

e.g. To what extent might the recommendation and the
associated actions lead to limitations of individual
privacy and how are they justified?

Appendix C. Ethical Guidelines for Policy
Formulation
The table below comes from D7.4.
Recommendation
Addressee of the recommendation: …
Justice and Participation
e.g. Was the recommendation only discussed with
PROCESS-RELATED: Who was not
representatives of XYZ from one specific local or national
included in the development of the
recommendation and for what reasons?
context?
Who could be discriminated against or
e.g. Does the policy for instance discriminate or stigmatize
stigmatized by this policy?
those who are unreported and do not engage with
authorities in order to prevent a worsening of their
situation?
How is it ensured that those affected by the
e.g. Does the policy outline any guidelines regarding who
policy are able to participate or are
has to be included in decision-making processes and to
represented in decisions about them?
which extent?
If unequal treatment follows from this policy e.g. Does the policy focus on and promote only the needs
or the associated action, how is it
of a certain group? If so, how is this justified?
legitimated?
Does the policy ensure that information is
e.g. Is information spread via TV, newspapers, radio,
communicated in an accessible nonsocial media, care organizations, etc?
stigmatizing way through various channels
to make sure that most people are reached?
Responsibility and Accountability
Based on which arguments are
e.g. Is the policy vulnerable to misuse due to power
responsibilities shifted or attributed?
hierarchies, ignorance or arbitrariness?
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Through which measures are people
informed about their responsibilities?
How do the policy and the associated actions
ensure that people are able to fulfil
responsibilities that are attributed to them
(conflicting responsibilities, insufficient
capacities)?
Does the policy avoid placing individual
responsibility at the center of resiliencebuilding?

e.g. Does the policy include any measures about ensuring
that affected people are informed about the responsibilities
they have to fulfil?
e.g. Does the policy consider that people have to have
certain capacities to be able to fulfil attributed
responsibilities?

e.g. Does the policy contribute to responsibility between
state and citizen? Who has more responsibility?

Freedom of Choice and Autonomy
How are people informed about the
e.g. Does the recommendation structure the information in
consequences of their actions (what does
a way that allows affected persons to make conscious and
“misbehaviour” lead to)?
reflexive decisions?
How does the policy ensure a certain degree
of freedom from external pressures
(including structural, systemic, and peer
pressure)?

e.g. Does the policy consider that structural pressures
might hinder people from acting in their own interest?

How does the policy support people in taking
autonomous decisions (in their own interest)
if they are not capable of taking decisions on
their own?

e.g. Does the policy take into account those people that
might not be able to take a decision in their interest on their
own?

Trustworthiness and Transparency
How are rules of processes and power
e.g. How does the policy consider that strategies and
hierarchies made transparent?
actions are made transparent and open for criticism?
How does the policy try to ensure that
mistakes or shortcomings are made
transparent?
How does the policy support the
development of trustworthy actions?

How are personal data protected?

e.g. How does the recommendation ensure self-reflection
when actions are taken, as well as a public involvement in
possible policy adjustment? If it doesn’t, why not?

e.g. Are there any supervision strategies or corrective
mechanisms included in the processes and actions that
stem from the policy?
Privacy and Data Protection
e.g. If the policy recommends the use of personal data,
which standards and limitations are provided for their use?

Does the policy refer to measures to prevent
the misuse of data?

e.g. If the policy involves the use of personal data, does it
outline measures to be taken to prevent misuse by third
parties (e.g. access regulation)?

What effect might the policy have on the
privacy of individuals?

e.g. To what extent might the policy and the associated
actions lead to limitations on individual privacy and how
are they justified?
Beneficence and Non-Maleficence
Does the policy ensure that the situation of
e.g. Under which conditions might the policy not lead to an
those most vulnerable is better than before?
improvement to existing measures/procedures/strategies?
Might the policy lead to individuals suffering
more with the policy than without it?

e.g. Under which conditions might the policy lead to worse
conditions for those whose situation it should improve?

How does the policy support a balance
between benefits and costs?

e.g. Under which conditions might the costs overwhelm the
benefits that were aimed at?
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Is the policy based on knowledge about
vulnerability and risks?
If the policy is based on vulnerability
assessments or risk assessments, what did
these consider?

Vulnerability
e.g. Is it based on vulnerability assessments?
e.g. Did the assessment approach vulnerability from an
intersectional perspective? Does it include quantitative
and qualitative data?

Does the policy account for the interplay of
individual, socio-structural and situational
factors of vulnerability?

e.g. What is its influence on societal inequalities? Or does
it target the situational vulnerability (e.g. exposure) only?
Does it consider vulnerability as a dynamic condition?

Does the policy include guidelines for how to
address vulnerability?

e.g. Does it include guidelines for those who implement
the policies on how to prevent stigmatization and ensure
accessibility?

Social support networks
Does the policy promote cooperation between e.g. Does it promote knowledge exchange on who is
disaster management and social service
vulnerable and how they can best be reached?
providers?
Does the policy place most responsibility on
social support networks? Are there
alternatives for those who don’t have a strong
social support network?

e.g. Which authorities can support those who do not have
a strong social support network?
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CONTACT US
www.buildersproject.eu
@BuildERS_EU
https://www.facebook.com/Builders-2762442730463980/
https://www.linkedin.com/company/builders-h2020
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