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Disclaimer

The content of the publication herein is the sole responsibility of the publishers and it does not
necessarily represent the views expressed by the European Commission or its services.

While the information contained in the documents is believed to be accurate, the authors(s) or any
other participant in the BuildERS consortium make no warranty of any kind with regard to this
material including, but not limited to the implied warranties of merchantability and fitness for a
particular purpose.

Neither the BuildERS Consortium nor any of its members, their officers, employees or agents shall
be responsible or liable in negligence or otherwise howsoever in respect of any inaccuracy or
omission herein.

Without derogating from the generality of the foregoing neither the BuildERS Consortium nor any
of its members, their officers, employees or agents shall be liable for any direct or indirect or
consequential loss or damage caused by or arising from any information advice or inaccuracy or
omission herein.
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Executive Summary

BuildERS WP2 looks into the institutional side of crisis management by analysing and comparing the
institutional arrangements, structures and processes in several countries. This deliverable follows the
broader objective of T2.6 to clarify the interrelations between the characteristics of vulnerable
populations, social capital as well as the institutional support structures across the BuildERS country
cases in light of the existing academic knowledge. The deliverable aims to contribute to better
understanding of two topical questions:

- how vulnerability is defined as well as translated into action by the institutions involved in crisis
management in different country contexts;

- how do crisis management institutions understand the causes and effects of false information and
what are the various approaches to handling it in different countries.

To address these research questions, we draw on the overview of existing academic literatures and the
theoretical framework elaborated in BuildERS WP1 D1.3. “Report presenting the unified theoretical
framework on the concepts of risk awareness, social capital, vulnerable segments of society, and their
inter-dependencies” and D1.4. “Report on communication behaviour and use of social media in
Europe”.
In this cross-country comparative study, we explore the variety of crisis management institutions in
eight European countries: Germany, Italy, Belgium, Hungary, Sweden, Norway, Finland, and Estonia.
The analysis followed a joint research protocol, BuildERS D2.1, for document analysis and expert
interviews in case study countries over the period of September 2019 to February 2020. Data for
document analysis included legal acts and regulatory documents, official policies/strategies, reports
produced by think-tanks, research institutions, and NGOs as well as news media reports. To
complement the data gathered via desk research, 95 semi-structured interviews were conducted with
public officials working in national government bodies tasked with crisis management as well as
representatives of non-government organisations involved in crisis management.

In the manuscript “Approaches to ‘vulnerability’ in eight European crisis management systems”
submitted to the journal Disasters, we develop a typology of the dimensions and practices of
addressing vulnerability including the ontology of vulnerability; its sources; reduction strategies; and
conceptions of who should mitigate vulnerability. We find that countries like Sweden, Norway and
Finland tend to have a more contextualised understanding of the objects of vulnerability, whereas Italy,
for example, has a more quantified reading of vulnerability. Individual capacities, communication
behaviour, and social networks are considered as sources of vulnerability and conceptions of who
should mitigate vulnerability tend to place the burden on individuals. Many preparedness measures in
the countries studied stem from the communal level, yet except for some evidence of growing
municipal-level initiatives in Sweden, Norway, and Belgium, municipalities are usually provided only
with limited guidance on how to fulfil that task.
In the manuscript we highlight the importance of differentiated approaches, acknowledging both
individual characteristics as well as societal structures in devising collective crisis and disaster
management policies. We emphasise the need for European level guidelines in addressing the
vulnerabilities in crisis management.
In the manuscript “Handling false information in emergency management: a cross-country comparative
study of European trends and practices” submitted to the International Journal of Disaster Risk
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Reduction, we demonstrate that approaches to handling false information vary considerably: some
countries have instituted central management of identifying and tackling false information while others
prioritise the spreading of accurate information. A review of recent crises cases in the studied countries
indicates that the diffusion of false information is mainly related to the lack of timely verified
information. In several countries, the emergence of false information is often associated with malicious
foreign influence activities.

In the manuscript we underline the significance of local officials in helping educate communities on
source critique and information authenticity, while national governments would be well-placed to offer
guidelines and resources for combatting false narratives. Further studies should look into how the
European-level campaigns and the diversity of national level responses outlined in this article
complement, support or possibly contradict each other.
The results presented in this deliverable will be utilised in the co-creation activities in WP 6 that
focuses on the cross-fertilisation of concepts, taking into consideration all the experiences gathered
throughout the project. They also feed into WP 5 where recommendations for institutional innovation
for disaster resilience, and communication tools for preparedness and disaster management will be
further elaborated.
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Abstract

During emergencies, exposure to false information can make people more vulnerable. More

research is needed on how emergency management institutions understand the effects of false

information and what are the various approaches to handling it. Our document analysis and 95

expert interviews in eight European countries  Germany, Italy, Belgium, Sweden, Hungary,

Norway, Finland, and Estonia  show that approaches vary considerably: some have instituted

central management of identifying and tackling false information while others prioritise the

spreading of accurate information. A review of recent crises cases in the studied countries

indicates that the diffusion of false information is mainly related to the lack of timely verified

information. In several countries, the emergence of false information is often associated with

malicious foreign influence activities. Our study contributes to a better understanding of how

the effects of false information are mitigated by the emergency management systems in Europe.

Keywords Misinformation, False information, Information disorder, Vulnerability, Crisis

communication, Emergency management
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information exist also in Germany, Italy, Finland and Estonia. The German solution is a sort

of a hybrid: a decentralised management with the opportunity to call to aid specialised central

teams for crisis communication.

Our study indicated that the dissemination of false information is (in Sweden, Finland, Norway

and Estonia) often associated with malicious foreign influence activities. The varying

recognition of information influencing between different countries is problematic since it may

hamper effective and coordinated communication response to harmful false information

(NATO Strategic Communications Centre of Excellence, 2019).

As for the mechanisms of vulnerability due to false information, commonality among case

studies was that the diffusion of falsehoods was mainly caused by the lack of timely officially

confirmed information. Furthermore, the existing forecasts and foreknowledge about the event

left less room for the appearance and spreading of false information and this might have led to

less casualties. Such scientific projections can be available in case of slowly evolving natural

hazards like flood or snowstorm, but are more difficult to map in case of malicious acts like

terrorist attacks, and almost impossible to predict in case of accidents or sudden natural hazards

(e.g. earthquakes).

As an important vulnerability mechanism, distrust towards official sources hampers disaster

management. The Italian earthquake case supports the previous understanding that distrust

towards the information source might bias how risks are perceived and acted upon. If people

trust the institution, the information it spreads has more impact (Slovic, 1993). This indicates,

for any given emergency, responsible official institutions should engage with relevant

stakeholders (community leaders, volunteer groups, associations etc.) and include them in their

communication networks. For example, Veil et al. (2011) recommend institutions to use social

media also for daily communication to strengthen the relationship of trust with the public.

As for approaches of mitigating the vulnerabilities to false information in emergencies, case

studies indicated that detecting relevant issues in media helps to mitigate the spread of possible

false information. Nevertheless, not all countries have instituted monitoring mechanisms. This

can be attributed to the varying levels of adopting social media tools altogether (Jurgens &

Helsloot, 2018).
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University of Liege. (1/2020). Personal interview

Hungary
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Finland
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The Norwegian Directorate for Civil Protection. (1/2020). Personal interview
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Estonian Information System Authority. (11/2019). Personal Interview

City of Tartu. (11/2019). Personal Interview

Estonian Government Office. (11/2019). Personal Interview
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